CYBER SAFETY TIPS
FOR PARENTS AND
CAREGIVERS
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The online world is full of wonder, but it can be a dangerous
place. We want our kids to grow, learn, and have fun, but we
also want to keep them safe, at every age.

Use these tips to help your kids enjoy technology safely.

STAY IN CONTROL - Establishing limits helps children enjoy technology while learning how to
incorporate it into their lives in a safe and healthy way. You can help set these boundaries by using built-in
controls to limit device usage times, monitoring app usage, enforcing screen breaks, managing purchases,

FREEZE THEIR CREDIT REPORTS - with the recent increase in data breaches, identity

theft is an issue for people of all ages. Protect your children by placing a security freeze on their credit
report with each of the three credit bureaus. Make it so only you can give permission to search for and
open credit on your child’s behalf. For more information, see the Federal Trade Commission’s credit freeze

SHARE YOUR COMPUTER, NOT YOUR LOGIN CREDENTIALS - i you let

your child use your computer or phone, don't let them inadvertently use your passwords too! Do not save

screen time for children under age two to video chatting and watching high-quality programs. For
children ages 2-5, AAP recommends limiting screen time to 1 hour per day. For children ages 6 and older,
AAP recommends implementing “consistent limits.”

TURN ON “DO NOT TRACK” FOR BROWSERS — Turning off tracking will give users

DON’T CLICK ON ADS - Ads can lead users to different types of malicious websites where
their computer or account could be compromised.

the profile unless they request and are approved to be friends.

BEWARE OF “FREE” CONTENT -Free streaming content or anything that looks like it is

too good to be true is most likely going to have a malicious party in the background trying to compromise
your device or account.

t‘ ACA Aponix’




AGES 3-6

— Your child is becoming more aware of the
world as they enter their school-age years. At the same time, your child understands more of their
roles and responsibilities at home. Create family rules for internet and device usage, and experi-
ence both independence and togetherness, safely. For more information, visit Healthy Children to

— Now is the time to show that technology can
be used for learning as well as fun. Find sites that bring out the best features of being online. Go

AGES 6-9

LIMIT TIME SPENT ON SOCIAL MEDIA SITES AND TEXTING -

It's a good idea to restrict or limit the amount of time your child spends on social media
and texting. You may also want to consider restricting certain sites/apps. For more

TEACH STRANGER SAFETY - Your child is learning about stranger

danger and stranger safety in real life. Help them understand the concept of strangers
online and how to protect themselves virtually. For more tips on teaching stranger safety,

PLAY ONLINE TOGETHER - Online gaming can be fun, but it can be a

separating factor in the home. Show how online gaming can be used for fun family

(such as Nintendo Wii, or Xbox).

AGES 9-13
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AGES 9-13

AGES 14-18

MAKE A CONTRACT - Explain your cyber concerns while showing that you recognize their
need for independence. Make a contract that includes your family’s policies on cell phone use, online
restrictions, cyberbullying, contact with strangers, posting photos on social media, and more. See Intego’s

REVIEW PRIVACY SETTINGS - Review settings on social media sites and encourage your

child to think before posting sensitive information such as their location or plans.

TEACH DIGITAL MONEY SKILLS - As your child starts making their own money, show

them how to keep it safe and make it grow. Help them understand banking sites, investment sites, and

PREVENT DISTRACTED DRIVING - Make no driving while texting a hard and fast family
rule. No exceptions. Educate your child on the serious consequences of distracted driving, not only to
themselves but to others on the road. Model safe driving when you are in the driver’s seat. Consider
utilizing apps that restrict controls, monitor phone usage, and report location while driving.
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SAFETY FOR KIDS AT HOME

HOME SECURITY CAMERAS - Provide peace of mind when parents are not home and kids

to the front or back entrance of your home. These cameras can be installed inside the home as well for better
visibility. These systems should have strong authentication settings such as a long complex password along

with multi-factor authentication.

SHARE LOCATION - Smartphones allow for locations to be shared with other users. Turning this

SET UP AN EMERGENCY PLAN - situations can arise when parents are unavailable and

there are kids at home. Develop a plan for what they should do and who they should contact in these

circumstances.

RESOURCES

Parental Controls

Content Filtering
Disable or enable Restricted Mode

(Internet Safety 101)

Stranger and Cyberbullying
Awareness

(Mama Bear App)

Strong Passwords

(ACA Aponix alert)

Educational Tools

(BrainPOP Jr)
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